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BANNER HEALTH CLINICAL CONNECTIVITY ENROLLMENT GUIDE

Please read carefully and understand that all Clinical Connectivity enrollment is done via the web. The process
for registration is a multi-step process and includes actions from both the practice administrator and
sponsoring physician.

WHAT APPLICATIONS ARE AVAILABLE?

Your physician office can request access to Banner Health’s Clinical Connectivity web portal to access patient information over the
internet. The Clinical Connectivity website provides:

e Cerner Millennium: Clinical information for Banner Health facility (lab, imaging reports, dictation, clinical results)
e  PACS Synapse: Radiology Imaging/ Picture Archive Communication System (PACS)

e JECG EKG Mgmt: iECG enables viewing, printing, and searching of the 12-lead ECGs from the PC

e  Patient Census
= Physician-specific census lists.
= Patient-specific “face sheets” containing patient demographic and billing information.

e Direct Secure Messaging: Direct Secure Messaging (DSM) is a secure exchange of clinical healthcare data between Electronic
Health Records (EHR) systems to improve patient coordination of care. DSM was developed as a technical standard for health
care providers to communicate electronically, while ensuring the security of Protected Health Information.

DSM enables community providers the ability to communicate with Banner Health securely. DSM is an alternative method
to mailing or faxing your patient’s referral information, which can be time consuming and may not always be secure. DSM
provides you the ability to send information about your patient’s health record within minutes. DSM allows clinicians
timely clinical details and helps to address the significant gaps in information that occur during transitions of care.

Direct Secure Messaging can be used for:

= Transitions of Care (CCD, CCD-A documents)
= | ab Tests/Results

= Referring to Banner providers

= Receipt and distribution of finalized reports

Note: Only providers will have a direct secure email. Direct secure addresses are generated by your practice Electronic Health
Record. Traditional e-mail accounts (e.g., gmail, yahoo mail, or your outlook e-mail) are NOT Direct addresses. Direct addresses
can be issued to individuals or to organizations, departments. An example of a direct address is dsm@direct.cerner.org.
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ENROLLMENT REQUIREMENTS

Each group is required to identify a sponsoring physician and a group administrator (it is possible for the sponsoring physician to act as
the group administrator, if desired). Each member of the group (physicians and staff members) will be assigned their own personal ID
and password and access only to those applications they need as follows:

1. The sponsoring physician must be a licensed physician who provides treatment to patients who receive or are receiving services
at one or more Banner Health medical centers. The sponsoring Physician accepts responsibility for the activities of the Group
Administrator and all group members

2. The group administrator will usually be the office manager or administrator for a group of physicians and will be empowered to
manage access and permissions for physician and staff within their group. Access for staff members and their applications may
be requested during the enrollment process.

3. The Sponsoring Physician and the Group Administrator must sign a Contract for Clinical Connectivity. This contract is an
acknowledgement of your responsibility to protect the confidentiality of patient health information.

4. Your Clinical Connectivity request can be processed in about two weeks following the return of a signed contract.

IT'S IMPORTANT TO KNOW

Each use of Clinical Connectivity is tracked, logged and subject for review.

e Each useris accountable for the patient information that they access. Each user will only access the patient information needed
in order to perform their responsibilities in providing direct patient care.

Physicians, Group Administrators, and all users are required to comply with the terms under which this system should be used,
which are outlined in the agreement signed by your organization. Your organization will have a copy of these terms, and each
user should review them.

e  Banner Health is committed to protecting the privacy of our patients and will take any action warranted to ensure that their
health care data is secure.

ENROLLING IS EASY!

Start the enrollment process online at https://access.bannerhealth.com

1. Register a New Office Group: Click on the “click here” link under the
Register a new Office group section.

2. Ifyour group is already registered, please contact your group
administrator to request access. If you are unsure who your group
administrator is, please send an email to
webconnect@bannerhealth.com

Welcome to Clinical Connectivity
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OFFICE REGISTRATION

Office Registration

OFFICE GROUP INFORMATION o
1. Fillin the required fields with the OFFICE information.

-

Office Group Information

Phone Number: ensure the phone number is in the following
format  999-999-9999

Main Banner Health Facility: If the sponsoring physician does not
have privileges at a banner facility or if the facility is not listed,
please select [None]

2. Once all fields are filled out in the required format click NEXT.

SPONSORING PHYSICIAN

The Sponsoring Physician: The sponsoring physician must be a licensed
physician who provides treatment to patients who receive or are
receiving services at one or more Banner Health medical centers. This
individual must sign a use agreement on behalf of the group as a
prerequisite for obtaining IDs and passwords for members of the group.

Phone Number: ensure the phone number is in the following format
999-999-999

Middle Initial: if there is no middle initial, the Check box for no middle
initial must be checked.

Spansoring Physician Information

O Checkif no middle initial.

First Name *

Phone Number *

@i 999-999-9999

Email Address *

Professional State License Number *

Middle Initial

Pager or Cell Phone Number

©x: 999-999-3999

Verify Email Address *

Specialty *

LastName *

Suffix *

<select>

v

GROUP ADMINISTRATOR

The Group Administrator: Each group must have one designated group
administrator. All communication regarding the group will be routed via
this person, including IDs and passwords. He or she controls what
applications are available to each of the members of the group and may
delete users from their group or from the system. He or she can also
modify any of the personal customized census lists maintained by
physician users from the group. All below communication will be routed
to this user:

e  (Contracts

e User Account ID and temporary passwords

e  Request of verification and validation

e Request for new accounts

e  Deactivation of users

Group Administrator Information

O Checkif no middle initial

£x:999-999-99% 99-9999

Email Address * Verify Email Address *

Check the check box if the Group Administrator and the Sponsoring Physician are the same, if not fill in the required fields to

continue and click NEXT.
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CREATE OFFICE STAFF MEMBER

When you are requesting access for member, you will need to add each
user individually. Complete the user information required, requirements
may differ based on the user type.

There are two user types: Provider and Staff.
Once all required fields are completed click ADD
You will continue this process for each user requiring access

The bottom table will list all users in the group that have been added.

If you need to remove a member, click DELETE next to the desired
member account.

When all users have been added, click NEXT.

ste Office Statf Member

-]

Delete Office Staff Member

LastName FirstName Middle Initisl  Suffix Delete

rovide: Banner R MO

Banner MD

[ ]

p. click the Delete link. Otherwise

click the NEXT button to

ASSIGNING APPLICATION ACCESS

Clinical Connectivity provides access links to the following
applications. For each new member, check the appropriate
application(s) you would like to request access.

You can assign unique applications to each individual user or
check the box to apply the same applications to all users

*Note: DSM is only applicable to providers and will require a DSM
address for each individual provider.

Click NEXT when you have completed member application
assignment.

NOTE: Do not request application access for already credentialed
providers. Access to Banner systems is already granted to providers
with privileges at a Banner facility. Their access to applications is
created when credentialed.

Description of available applications:
Cerner Millennium: Clinical information for Banner Health facility (lab, imaging reports, dictation, clinical results)
Fuji PACS Synapse: Radiology Imaging/ Picture Archive Communication System (PACS)

iECG EKG Mgmt: iECG enables viewing, printing, and searching of the 12-lead ECGs from the PC
Report2Web: Report2Web notification/alert via a daily email. This email notifies the PCP/Internist/Pediatrician or OBG of an ED

visit/Admit/OBG and/or Discharged event.

Office Registration

Request Application Access for Banner Nurse

Request Application Access for Banner Provider

@ Cerner Millennium
Fuji PACS Synapse

IECG EKG Mgmt

jest acecss for, Click the Next button when you have completed

Select the

User

Choose the
appropriate
applications

Direct Secure Messaging: Direct Secure Messaging (DSM) is a secure exchange of clinical healthcare data between Electronic
Health Records (EHR) systems to improve patient coordination of care. Direct Secure Messaging can be used for: Transitions of

Care (CCD, CCD-A documents), Lab Tests/Results, Referrals, Reports.

Note: Only providers will have a direct secure email. Direct secure addresses are generated by your practice Electronic Health
Record. Traditional e-mail accounts (e.g., gmail, yahoo mail, or your outlook e-mail) are NOT Direct addresses. Direct addresses
can be issued to individuals or to organizations, departments. An example of a direct address is dsm.banner@direct.cerner.org. If

you are unsure of your direct email address, contact your EHR vendor.
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CONFIRMING YOUR REQUEST FOR ACCESS

Office Registration Summary

fied with the

ms for accuracy, and if you are s:
click the BACK button to ret

X X X Below is a summary of your access request. Please review the below reques
To complete the application all users must be confirmed. resuls click the FINISH button at the bottom. If you would like to modify sor

page

to the previous

Banner Nurse

Application Name Request Submitted

1. Ifthere are no edits, select FINISH.
2. To edit, click the BACK button to return to previous page

Cerner Millennium 11729/2022

Banner Provider

Application Name Request Submitted

Ce Millen: 11/29/2022

Direct Secure Messaging (Tucson and Northern Colorado Providers Only) 11/29/2022

Office Registration Completed

® THANKYOU

You have successfully submitted your enrollment information for the Banner Health Clinical
Connectivity portal which will allow you and members of your group to view patient

demographic, billing and clinical information via the webl!

The next step in this process will be validation of hospital privileges of your sponsoring physician.
Once this is accomplished, you will receive another e - mail that will include detailed instructions
for the next step in the enrollment process. In the meantime, if you have any questions, feel free

to e-mail us at QAwebConnect@bannerhealth.com
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WHAT NEXT?

Once you have completed the registration process, your request will be submitted for review and approval. If the request for
access has been approved, the group administrator and sponsoring physician will receive email notifications from
webconnect@bannerhealth.com with the contract link to complete.

Thank you for your interest in getting connected to Banner Health System's web-enabled Clinical Connectivity system. Through this system, you
and members of your group will be able to view patient demographic, billing, and clinical information via the web!

To ensure your contract is approved, please review the following instructions carefully.
* Since forms may time out due to inactivity, please do not allow this form to go idle else the process may need to be restarted*

Please be advised that the document you are about to fill out is a binding legal document. As such, please take care to complete it completely and
accurately.
Any contracts containing the following errors will be voided and need to be resubmitted for validation:

- general spelling errors

- inappropriate abbreviations (ex. Med Rec instead of Medical Record, as well as abbreviated names / or nicknames)

- inappropriate use of caps lock (ex. md instead of MD or practice name instead of Practice Name)

- and inaccurate entries (ex. Wrong practice names, NPI or License numbers)

Data Access Agreement section:
The start of the contract requests to indicate the “User,” please enter your legal facility/practice name (e.g., Sample Pediatrics, LLC).

1. Agreement
In this section, you are asked to specify a HIPAA compliant activity (do not enter your name in this section, enter the activity (ex. accessing medical
records for patient care)

n AGREEMENT

1 BH shall per

OIG/GSA Screening Affidavit (where applicable) — For those providers not yet provisioned in Morrissey, an affidavit will be required. Please be sure
to indicate the NPl Number/State License Number as indicated

Based on information you have already provided you will be the Group Admin for your group and [Dr. Name] will be the Sponsoring Physician.

In order to get you connected please complete the DocuSign Contract Form below. Be sure to enter both your information and CORPORATE email
address as the group administrator and the physician’s information and CORPORATE email address as the Group Sponsoring Physician. You will
both be required to sign.

Please do not use generic email addresses that multiple users have access to.
If CORPORATE email is not available, personal email addresses may be used instead. The emails need to be unique to each of you or else the

electronic signature process won’t work.

Once you have signed the contract, [Dr. Name] will receive an email from DocuSign, at the email address you entered, to be able to sign the same
contract.

Please also note that further instructions on how to fill out this contract are available in DocuSign by hovering your mouse over the required entry
field.

Click Here to Beqin the Clinical Connectivity Non-Staff Contract
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COMPLETING THE BANNER CLINICAL CONNECTIVITY NON-STAFF CONTRACT

The contract link will reside in the email you receive after registration listed Clinical Connectivity Non-Staff Contract. The

contract will be an electronic signature form which will require both the Group Administrator’s and Sponsoring Physician’s
name and email.

1. Complete the requested information listed on the PowerForm Signer Information and click Begin Signing.

PowerForm Signer Information

Group Admin

nees needed for this document

Sponsoring Physiclan

2. The Group Administrator will need to enter the access code to validate the PowerForm. The access code will be sent to

the email you entered on the PowerForm. If an Access Code is not provided, click “I Never Received an Access Code.”

-~
% Banner Health

Please enter the access code to view the document
. Clinical Connectivity Admin

An

| NEVER RECEIVED AN ACCESS CODE

3. After entering the access code, you’ll see the Confidentiality and Data Access Agreement form.
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4. The highlighted fields are what is required from your practice to complete the contract.

5. CONFIDENTIALITY AND DATA ACCESS AGREEMENT: 1%t paragraph, this is the Agreement between Banner Health and
your Practice. Enter the legal Practice Name

6. AGREEMENT: 1. HIPAA Compliant Activities: This is the reason why you are requesting access to Banner online systems
i.e., review medical records for patient continuity of care

CONFIDENTIALITY AND DATA ACCESS AGREEMENT - Cnvered Busitien

This CONPIDENFLALAEA AXDBATA ACCESS AGRIEMENT ("Agroment™) i made
nd cacred inko n of the FiEed- CoTRe by i betwocs Banmer Heakh a Arisvess moeunit
corparation () and [ 1 clary

i s Lser will b culicctively bnows 25 Parties

I RECITALS

WHEREAS, BH asad User are comed crbitcs s defiama by 45 CFR § 1141103 i thercer ase

Obligutes 10 compls wahthe peivacy aad securry sequiresserds arnbes o Tiealt e Insueance Portansline
08 Azcountabiliy Act of 1996 (HIFAA) a8 the Health Informsssan Tectmokegy for Eoaromii:

Clisical Health Act (HITECH)

WHEREAS, I i caandiss of cemain shacronically-svailbls Proezeiss lealth haformation, =
definead by 45 CFR 3 160103 (hercmafie: “PHI"S 3nd

WHEREAS, the User dosires 15 acooss t0 aecess, PIT] v D41 web-Dasad appiicanon ("Tarlent
Tnfievestion Appbeation ) o perfoen User determanad HIPAA coreplisre sctivitics 2

NOW. THEREFORE, 1 conskberatien o the misnial promisss hervin commmnad, M and User
agres se dae terme s defimed it his Appocmn
B AGREEMENT
BH sal e o Lier b reqant 104 s pamwers 14 s o v 0 Lner 1o

st ectimically of persit
Slluing HIPAN cmplrs sevises

Access stall be granted 10 the User Agems listed at Exbabs A

Conplans itk Lave, Usex agrees bo comnply with tlss Aprocunean asd dl side and
sk g, 19CHEhg T L8114 30, PGS, ATIER, PUCTRTS, SYRCOXTEATKIS OF S EOSINS.

3. AdunsnecedNetis  User shall identify, 10 BIL a0 Admnitrit (Users
desigrared rep authanized ¥ assign 04 respecishie S0 Cthis
Agrecmert)  The User saall notify W1 o lter than fouricen {13) daye prior asy change in the
Adisiveae ox Use. The Unes s b scccyt sexpoeniblis o the activitcn of the At aod
a BH of authocized dividuals

4 Jomand Temitaticn This Agrecrman shil be cffectre: spoe sigratie: by b porées
o8 shall e suaie b efTect wbess tevaninanod by cithes puarty foe ey reasee by givine e €10 day advasce
wrren metice 49 the cohr rorty. 1 setsins the ght o termesase Shis A growmert inernedadely shoold 1
At 3 vislation of pusers comfdrsally ce vanlesm of ey ehss iorass of e

S Halss Reguistions snd WIPAA polies User honeby agroes 1o comply with sy 181

sales, ropalstioen wsd peiicics imsplemerriag HIPAA requarcmessts uhether asex oe bereafier cxatirs
Shouhl Banca crunt ary polics of deterrine et swdfistions 10 (bis Aprestnsn are secewary. i

Pagn 1014

7. Scroll to the signature pages. Electronic signatures from both the Group Administrator and Sponsoring Physician are
required. The Group Administrator will need to complete their signature and click Finish, and the Sponsoring Physician
will receive their own email to sign and complete the contract.

ot et € 65 014 4078 4 15,000 ntign s 61 458 O 031401 AC 16 B PRI
RANNER HEALTH: BANNER HEALTH:
By By
Promed Nome_Ryaa Soth
L & 11T T T — i 0
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L.rovp Spmasariog Pasucuss a .
[ ¥
Provied N «
— PimegaaAriie seests
Tiee
Tise I:L
[
Dt 1/38/2088

- [Eorvs—
» 2
™
. tomars riarman
Paparad - The
Proted Name
L s—
D VL7208 -
Date:
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8. If the sponsoring physician is not credentialed at a Banner facility, they will need to complete the OIG/GSA Screening

Affidavit.

o resge £ 405 TSICEI0 A48 15.AC 10 CANDIDN

016 / GSA SCREENING AFFIDAVIT
dmals

For lndi

P N, 37T 5088
PO I S—

Pagedol4

9. Upon completion of the contract by both the Group Administrator and Sponsoring Provider, the practice will receive a

copy of the completed contract via email.

10. Processing and creation of user accounts may take up to 2-3 weeks.
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USER ACCOUNTS AND PASSWORDS

If requesting access to clinical applications i.e., Cerner, Fuji, EKG, R2W

Upon completion of the contract by both the Group Administrator and Sponsoring Provider, the Group Administrator will

receive all user accounts via an encrypted email with user login information.

e [fthe useris new to Banner applications, the Group Administrator will receive the ID and temporary password via email.
It will be the responsibility of the Group Administrator to distribute the login credentials to the individual user(s).

e The user will receive an email to set-up the Azure Multifactor Authentication via Microsoft Authenticator. Go to Self-
Enrollment with Azure MFA for instructions.

e |f the user had previous access to Banner systems and the account is active, only username will be sent. Inform the user
to utilize previous credentials. If the user does not remember their credentials, they will need to contact the helpdesk at
602-747-4444 opt. 3 and request a password reset.

If requesting access to Direct Secure Messaging (DSM)

Upon completion of the contract by both the Group Administrator and Sponsoring Provider, Banner will then start the account
creation. The Group Administrator will be notified via email of completion. The email will contain Banner’s Direct Secure Emails for
DSM referral communication. The Group Administrator will be asked to send a test DSM message from the practice’s EHR. Once the
“test message” is received by the Banner referral team, a “received” communication will be sent back to the “sender”. When test
communications have been successfully sent and received, both the community provider practice and Banner Health can begin Direct
Secure Messaging communication.

TECHNICAL SUPPORT

Once you have enrolled, technical support is available to you 24 hours-a-day by calling the Banner Help Desk at
602-747-4444. To request an enrollment status update, please email webconnect@bannerhealth.com.

Learn more about Clinical Connectivity and resources available at bannerhealth.com/clinicalconnectivity
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